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— NNTANI N7 'on N yx¥a? v ,mnn Yy WEF 9w 1'2nn hwon? nain v
WinRM nn'w nwon .X

ninna maam (Service) nn'w nn (Windows Remote Management =) WinRM
S'WoN7 U InIRY

: Status Startup Type Log On As
Started Manual Local Service
Started Autornatic Metwork Service
Started Automatic Local Systemn

Mame

,.; Windows Remote Management (W5-Management)

5 Themes
enabled, ) mxy nn'wn MWOR Y WK NI7IWS NP D970 AT NN'W NYyon
:NNAN NTIPON NXIN NIYXAXRA XD 17'W9n7 NI n'nn T P71, (automatic

winrm quickconfig -q

"Event log Readers" nmignn nXIap7? "Network Service" mignn 211'n n9oin .a
— Nan (9182 GPO niyyxnxa N7 TP 9'oInY% N1

=/ I o'y
v i Computer Configuration
w || Policies
» [ Software Settings
> [ Windows Settings
> | Administrative Templates: Policy definit
w || Preferences
> [ Windows Settings
w (@] Control Panel Settings
Data Sources
Devices
m‘ Folder Options
ﬁ Local Users and Groups

$& Local Users and Groups

MName Order Action Full Mame

@Event Log Readers (built-in) 1 Update  N/A

Processing

Computer Configuration\Preferences\Control Panel Settings\Local Users and Groups

New - Local Group-2 11n2a71 'an'-p*7 y¥a7 N ,0W ny'In NI'R AXIAzn TN

Mew ¥ Local User

All Tasks > Local Group

LGroup Name” nn'wain N2a'n 1NN 1T xR 1INA7 NI



Mew Local Group Properties »

Local Group  Comman

g Action: Update W

(Group name: [ |v
R o
=ame Cialup {built-in)
Description: Metwark (built-n) :I
Batch (built-in)

Interactive (built-n)
Service (built-in)
Anonymous (built-in) roups
Authenticated Users (built-n)
Terminal Server Users (built-n)
Members: Administrators {built-in)
Users (built-in)
Guests (built-n)
Power Users (built-in)
Account Operators (built-in)
Server Operators (built-n)
Print Operators (built-in)
Backup Operators (built-n)
Replicators (built-n)
Pre-Windows 2000 Compatible Access (built4if—
Remote Desktop Users (built-n)
Metwork Configuration Operators (built-in)
Incoming Forest Trust Builders (built-in)
| o Performance Monitor Users (built-in) Help
Performance Log Users (built-in)
Windows Authorization Access Group (built-n
Terminal Server License Servers (built-in)
Distributed COM Users (built-n)
" Al

15Ers

Mame

2ITAN "IN TN 7Y Xn own nX 00071 ‘Add” moon v a7 v pn anKY

.BUILTIN\NETWORK SERVICE

Local Group  Comman

g Action: Update i

Group name: | Event Log Readers (built-in) ~ |

Rename to: | |

Description: | |

[ Delete all member users
O pelete all member groups

Local Group Member ®

Member

Name: | BUILTINVNETWORK SERVICE]

Action: | Add to this group w

Concel

oK Cancel Apply Help
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“Windows Event Forwarding” n'7 X1jzaw n1 .GPO-1 Policy nniwn vman? wr X

B 5 Group Policy Objects

_: indows Event Forwarding

— DNY72 NNTAN IR D'0O9 7ON X7 NNIYAN ,NN'Y TNXK? T'NY [2Ind

Windows Event Forwarding
Sn:u:upel Detsils  Settings | Delegatinnl

Windows Event Forwarding
Data collected on: 6252017 17130040 Ak
Computer Configuration [Enabled]

Mo zettings defined.
User Configuration [Enabled)

Mo zettings defined.

NIX YNYY? Nan 7y “Edit” nnwoxa 1ina'7 ,nnivain v an-pp yxah v
— NN N"VAPN IR WA Wt 2

Computer Configuration\Policies\Administrative Templates\Windows Components\Event Forwarding

= A Computer Configuration
= | Palicies
| Software Settings
| Windows Setkings
= || Adminiskrative Templates: Policy definitions 1

| Metwark,
| Printers
| Systemn
F ] Windows Components
| Ackive Directory Federation Service:
Activer Installer Service
Application Compatibility
AutoPlay Policies
Backup
Biometrics
BitLocker Drive Encryption
Credential User Interface
Deskiop Gadgets
Deskkop Window Manager
Digital Locker

Event Forwarding

“Configure the server address, refresh interval...” nniwnn v p'pn7 W' 2



Setting | Stake |
|iZ] FarwarderResourcellsage Mot configured
|z Configure the server address, refresh interval, and issuer certificabe authority of a target Subscription Manager Mot configured

‘NN9IY 17N
"Enabled" nnwoxa N7 vt e
,UTNN V9N .(SubscriptionManagers-7 1noaw) "Show" Nne>n 7 PN W e
DR D'771D 178 DVNID ;D'WINTN 0MVNN9N DX 0'1dN71 "Add" 7y 7P W
-0 ,17w -DNS-n own nX IX,IP naimd 011007 [N1) qI0'’kn 1w 7w namdn - o
([Fully Qualified Domain Name =] FQDN
SubscriptionManager-n 7w URL-n o
.QI0'RN MW7 NINNNN D170 0'N7W1 1AW (NIMYA) 2INVYI'RN NN ©
INDAITY?

Server=http://MyServer:5985/wsman/SubscriptionManager/WEC,Refresh=60



,‘;!Eunfigure the server address, refresh interval, and issuer certificate authority of a target Subscription Mana... [l[=] [E3

Ei Configure the server address, refresh interval, and issuer cerificate authority of a target Subscription Manager

Previous setting MHext Setting

Mot Configured Comrment:

L]

¥ Enabled

" Disabled LI
Supparted on: [ ag oo st Wivindows Vista LI

Options: Help:

—

- ‘ This policy setting allowes you to configure the server address,
subscriptionhdanagers N refresh interval, and issuer certificate authority (CA) of a target
Subscription Manager, The Subscription Manager is the computer
to which events are forwarded.

[

Syntaa Option=Yalue[,Option=WYalue]*

Options:

Server (mandatory) - Sddress of the computer towhich events
should be forwarded, When the server uses the default transport
protocol (HTTR) and port (3985), use "Server=<FQDM =" where
<FQDM = is the fully qualified domain name of the server,
Otherwise, specify the full URL, For example, when using the

HTTPS protocol,
"Sepver=http s/ <FQDMN =5980 A vsmanfSubscriptionhanagerVE
o
Show Contents M=] E3

Subszcrptiontd anagers

eiballe
Server=hitp: //zaturm 5985 weman/S ubscriptiont anager AWE LR efresh=E0

=

2 D270 Y NIy nNTAN YTan7l “Event Log  Service” M1mwaip? nwa? na qona

D217 NNMYIINIR XNP7 DW2AN 'waim ' ,a17n 91127 0'ann) System-1 Security ,Application

(0w
~| Event Forwarding J select an item to view its description. Setting | Statke |
[ [ Evert Log Service iz Log File Path Mot configured
| application \i2] Maximum Log Size (KE) Enabled
Bl Security iz Backup log autornatically when Ful Mot configured
/i Log Access Enabled

iz Retain old events Mot configured
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.(nin9%7) nan 100-7 APPLICATION, SECURITY, SYSTEM %w D217 7TIA n7Tan e
.(nin97) nan 100-7 SYSMON 9w 217 72 n7Tan e

QIo'XN MY nNTan  .2.3
oy ni'oin (j77n nino? Ix) "ForwardedEvents”™7 niodiw nmivan 9 12w axnn PN
INNY NINNA 270 VNI 97 Y'DIN KINY 'DD) 17W NITYN DY A¥IN 1'KY VTN IX 770 YT
Windows Events 7w nmiwn 12y nNTaN? At q'won NX 27m .(21pna nyvian anivnn

:Sysmon 7v nimivn 11yl
nnam Windows Events o nimiwa nnman =
— N2N NOM NYTIN 07271 IR IXNAIT?

“The description for event ID 4688 from source Microsoft-Windows-Security-Auditing
cannot be found.

Lewel Date and Tirme Source Ev.. Task Category Log
@Infurmatiun 26/06/2017 14:27:40  Microsoft Windows security auditing, 46828 Process Creation Security

E1 Information  26/06/2017 14:27:23  Microsoft Windows secu rity auditing. 4688 Process Creation  Security

Ewvent 4688, Microsoft Windows security auditing.

General | Details

The description for Event |D 4682 from source Microsoft-Windows-Security-Auditing cannot be found, Either the co
the component on the local computer,

If the ewvent ariginated on another computer, the display information had to be saved with the event,

The following information was included with the event:

:N2N )TN 2MdN 97 7197 W nimiwnin DX 1T07 nan 7y

http://www.gorlani.com/portal/articles/windows-event-forwarding-and-missing-event-text

The explanation is simple. The event log does not contain the full message text, but only a reference to a
(usually) localized DLL. You must have the right DLLs on your system. This is not new, you can find this
everywhere on the net, | would only clarify several things.

Where to find these DLLs? - Jump to this registry key:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\eventlog, find the event source you need
(security for the message | posted) and then the right subkey (you can read Microsoft-Windows-Security-

Auditing) in the message.


http://www.gorlani.com/portal/articles/windows-event-forwarding-and-missing-event-text

The EventMessageFile contains %SystemRoot%\system32\adtschema.dll. That is the DLL we need on the
collector. You can copy it from the original server and copy to your log collector, even changing the path if
you feel. Then you need to setup the same keys in the registry to point to that DLL. The easiest way is to

export the key from the original server and import on the collector, eventually changing the DLL paths.

Just a final reboot and... The same problem arises again. You have the DLLs, the registry settings, but events
are not resolved to their text.
After deep searching and experimenting, | found the solution:
- List the subscriptions on your collector by issuing the following command:
wecutil enum-subscription
- Change the event format from RenderedText (default) to Events:

wecutil ss <sub_name_from_preceding_command> /cf:Events

Sysmon 7w niniwa nnTan =
— N2N N0 NYTIN D'727N1 1IX IXNAIT?
"The description for event ID"...

|®Infnrr‘natiun 20/06/2017 11:18:48  Microsoft-Windouws-Sysmaon 1 (1)

Event 1, Microsoft-Windows- Sysmon

General | Details

The description for Event ID 1 frorm source Bicrosoft-Windows-Sysmon cannot be found, Either the ©

If the event originated on another computer, the display information had to be saved with the event,

N'D L, NNIENAN NINNA Y9I KINY '9D I0'RN NYA axin 'R yTNaw 27 na'on
-7 "yon" Wwur 17w event-log manifest-n nx 'pnn Sysmon  — nNipnn NINNAY
.DN7¥ D'DWY NITY NI9NYT 019 NINIYIN DR RNP7 18D Event Viewer

NN DY Yn71,910'KN NWYT sysmon.exe NN 7'Nyn7 ¢' NINIYIN DX 1T07 Nnan v
.sysmon -m :(11VIVO' I M TRD) NNAN NTIFON MY

12X Sysmon 7w napnin X072 19,7271 NNK DY NNT Y17 W'

IYXY PN ,Sysmon NX NPNN DYV 117NN NINN2 AT NOINA NIYTIN 0'RN X DX
1107 ' .nino n'n Event Viewer-n qwxd "sysmon -m" ATIpon NX IX MIPNNN DX

AIY ATIEON NX Y"\:"I'? Xl ,INIX



Custom Logs ma1an .24
DNIX 07O (D"7n "ForwardedLogs"-7 7ayn) n'9on WEF Logs 1ix'7 T¥D NP7 N1
:N2N 1IY'PA L121IX1D DP'9Y90 DAIoN DI

https://blogs.technet.microsoft.com/russellt/2016/05/18/creating-custom-windows-event-
forwarding-logs/

(Subscriptions) n'7in nxe
21 wyna SIEM-n 00'7aR NX "Dr¥yon” DI'R WK 17XD L, pIN 2va ("Subscriptions”) o'pin Ny
29070 YN NIXPZ YUK IMYY 191 XWI KN LI'DYT 7197 Inw DY yT 17 0'poon XX TN
nI'Na7Nn 9"nyna ompw oaiwn Windows-n 'win'k R miy? 107 ¢ D Dwh a1 Jnona
.D'WN'R DNINA 10 T2 IR DY 700NN QpIn W NI 189D 2N, [1IaRaY
[N — D'W'NON 9% NN 1T XN SysSmon 7 N1l Amnivop 7w nninn NNN ,NNT DY TN
.QI0'RN MW7 11ayn? N¥N1 DNIKY D'AYI0N DY IT-7V DNXIAY 0AI70N 1N1a7
NNAIT?
MY AT YT sass.exe 1'7NN2 Yaw 170N 75 1w a7 nniwn axt? Sysmon 1iay 1'Ta WX
Alpnn nNN2a Sysmon 7w a1 yala
-1 Y21 DNV D'WN'R 7Y 2170 NINIYA 75 DR N7Y QWX QI0'RN NNWA 71N 7T Nyd .
,services.exe :|Iad) [AINA D'¥IN "D'M0ATR" DDYANNN TNR 'RY )'7NN Isass.exe
-7 071X XN M7 yTn 775 nX pnn nanna mwa ) L('121,0N1-'0IRN L, wininit.exe
197 DMITT TYNY7 0712 YUK DD'70N2 NI TRIAnl Wy NINS 770w '#'n yTn yar SIEM

DN IT Ni'yo

Delete yx¥17 N1 ,0vion Subscription nNN NmMiwA NN 17'K NI nan 7y
Runtirme Status | — "Runtime Status” nnwosxa 1IN X1 ,7INN DY 72V -
Properties

TNXR 72 7w 010VON NX NIKI7I NNPNN NN 1702 NIDYY? 7211 NYWD
Dizable

.(“Inactive” Ix "Active") |nn
Retry


https://blogs.technet.microsoft.com/russellt/2016/05/18/creating-custom-windows-event-forwarding-logs/
https://blogs.technet.microsoft.com/russellt/2016/05/18/creating-custom-windows-event-forwarding-logs/

Subscription Runtime Status - User login via RDP -

Subscription Status

Active - : Mo additional status)

Source computers: 1118 Total, 394 Active, 724 [nactive

Status Computer Marne

U Inactive il
U Inactive 2L
U Inactive 2L
U Inactive 2L
U Inactive 2L
i@ Active 2L
U Inactive 2L

U Inactive 2L

1 I nartive

qQI0'RN MW7 Subscription NIY¥NX2 NdDN DIYA :DYn
nnon xI' (Windows Event Collection =) WEC-n 251 ,910'Rk0 NNwa Nnw1l MdNY yaa
'PNY IM) PIN 79 O'WN'R DN7IY QWK NADN 7D 1y I'MNN 0'DOY-'MN ‘'on oy Muotana
.NNYM
DY L |"NITNN NIDAN DX N'0' OX DA — NI7D ;NX17 QI0'RN NNWA IXRWI DTN DIYINY XX
NINNX D'7'N2 .0 7V YT K7 9I0'RN

“WEC never deletes these registry objects even after sources are no longer valid”.

NN 720 NIWYNKA ,DNIX PINNY? IR 1IXY7 DA Md ,Subscriptions-n nNTan 7y yTn 7277 TwWoN
NN YA PRI 1D W'Y [9IR 7V TV RN N .wecutil

https://docs.microsoft.com/en-us/windows/desktop/WEC/wecutil

:XML yaij7'? Subscription 7w Export yxa7 Tx»
http://godlessheathenmemoirs.blogspot.com/2013/05/windows-event-forwarding-export-
and.html#

:NINQN NTIPON NX YNn7 w0 Tamn Subscriptions-n nn'wna cli-n i7nm nisx? niny =
wecutil es
NQN [9IN2 NTIR9N DX Y in'? N9 L (Export 17 yxa?7) XML yalp'? Subscription xx*7 nm 'y =

wecutil gs MySubscriptionName /f:xml > MySubscriptionFile.xml


https://docs.microsoft.com/en-us/windows/desktop/WEC/wecutil
http://godlessheathenmemoirs.blogspot.com/2013/05/windows-event-forwarding-export-and.html
http://godlessheathenmemoirs.blogspot.com/2013/05/windows-event-forwarding-export-and.html

:Subscriptions-n 75 xix*7 viwe Batch Vo970 NN

:: Create a folder
mkdir c:\Temp

:: Save all subscription names to a file:
wecutil es > C:\\Temp\\subscriptions.txt

:: Enumerate list of subscriptions (from file) and save all to a directory:
for /f "usebackq delims=" %%i in (C:\\temp\\subscriptions.txt) do wecutil gs "%%i" /f:xml
>> "C:\\Temp\\%%i.xml"

NX YNN7 N1 ,q10'k N N7 (Import 17 yxa?) XML yalp J1imn Subscription a7 nin 7y

‘NN [SIXKA ATION

wecutil cs filename.xml

2007 nTipoN NIYXNRA NN YO K7 Export 17 DNyXY yale ...7aN

— (DIT82 NO Jnion) (XML Declaration) XML Nnxn 0720 yalza NIWRIN MWD D

1 |<?Xm version="1.0" encoalng="UTF—E"?>|

2 H<supscription Xmlns="hTEp://schemas.mic]

DY NXAY NYTIN 72772 ,0TD YAl [IY07 N011 OX .qI0'RN NYYT yalgn 7w Xiav'n *'7nn%? ynon i

YAIPN DX IY07 N1017 TR 711 ,NIYRIN MIWN DX Inn? W' . (Error=0x80070057) NR'AW TIj?

:NIwN 2yn

NT'N'N NNWOXRN — DYZIX .0"I0n Subscription 71N p'awnn 17'% 7y WEC-n nwa yMan%? N1

In"ion OU-2 1Ina% (Nt X71,AD NIXIAR IX DAWNN 1INA7 X'

Subscriptions-7 n¥p-niNN? orvimMn Subscriptions 2 TM90% Ywn% nixda ox D Ay

AD NXIp 'RNXYY [DINQ D'PTANN DX D DX X7X) NXT NIWY7 N7 17 '), 07 D Tvimn

.(D"10n Subscription DNy 7'D07 D'YN 1IXKY DAWYNNN 7D IR 7207 NARITY N'!INK'T

NQN [DINQ X' LITD NTI9N Y¥A7 NN NMWORD TN

AD-n nxip 7y 72 nIrn? 2T ona Subscription 72 "wXa ,0'T91 WEC 'Mw v yman? L1
."Domain Computers" nnwuw

1Tam Dnn TR 7DW ,Windows Event Forwarding 7w D'T1191 GPO 'Op™aIxk 1w yMan? .2
W71 7"10 DropraIRD Awn TRR 70 N, (NK WEC NAw 1ni'72d) AnX Subscription Manager
(DM 7w OU-1 nxj niann 7w OU [120) A'nX OU-7 (Linking yx12)

702w WA nTn kW 7Y TIY KNP N

R/
L X4



https://support.logbhinder.com/SuperchargerKB/50149/Controlling-Which-Computers-
Subscribe-to-a-WEC-Subscription

nison nimmn 4

-n 10 v xnk ("Windows Event Collector" Ix) "Wecsve" mww (Service) nn'wn =
D217 N2'MD7 DA 'RINK D2 KN ;02170 q10'Rk N ¥ (WEF =) Windows Event Forwarding
ndIM7? oanp IS 'Mmw oa 7un? naw n'y'n) C:\Windows\System32\LogFiles\HTTPERR 2'nia
(D17
[12220 D"PNN TV — NYY NI7WY NNy [nw WEF 7w nirorxs0 217 Nimivwn ') NIINNT TWUKRD DA
N NN qon yTn 7apn X7 Mwn DX NN 7 X (wo nnxir nannn 1w ,Keep-Alive
JUON NX 7NIN KIN X AT IRINVIR

("Time_Connectionldle" 2p1xN) 12 N'RIN NNIYA TIN2A 2172 NY'9IN IT NYOIN

File Edt Format View Help
fiSoftware: Microsoft HTTP API 2.0
#Version: 1.0

#Date: 2019-05-02 07:19:06
#Fields: date time c-ip c-port s-i
2019-085-02 07:19:06 10
2019-85-02 €7:19:06 10
2019-85-02 ©7:19:06 10
2019-85-82 ©7:19:06 10
2019-085-02 ©7:19:06 10

20819-85-02 ©7:19:06 10
201Q_A5_07 A7.-10.06 10

s-port cs-version cs-method cs-uri sc-status s-siteid s-reason s-queuename
Timer_Connectionldle -
Timer_Connecticnldle -
Timer_Connectionldle -
Timer_Connectionldle -
Timer_Connectionldle -
Timer_Connectionldle -

Timarn FAannartinnTdla _

1'R "Time_Connectionldle"-n yn'x ,(HTTPERR = "http error”) nyunn n'7'nn ow nnnY

Keep-Alive [mm 2w mi'p'? nity Qmrd X7x ,07p0 ninn

1707w 1w RIXN? [N V910NN 7w N0 NIX7NNl 010N =

https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-

forwarding-to-assist-in-intrusion-detection

ni7pn .5
Error Code 5004 .5.1
:Event Viewer-a xan a'mia x¥n1 WEF-n 112102 ni?pn 7y 17 yaaxn? 70'w TR mipmn a1?
Applications and Services Logs = Microsoft 2 Windows = Eventlog-ForwardingPlugin 2>

Operational


https://support.logbinder.com/SuperchargerKB/50149/Controlling-Which-Computers-Subscribe-to-a-WEC-Subscription
https://support.logbinder.com/SuperchargerKB/50149/Controlling-Which-Computers-Subscribe-to-a-WEC-Subscription
https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-intrusion-detection
https://docs.microsoft.com/en-us/windows/security/threat-protection/use-windows-event-forwarding-to-assist-in-intrusion-detection

Level Date and Time Source

_'iﬁ' Error

— “error code 5004”-7 \DTX NIXYY? N1 DY

EventID' Task Category

04/02/2018 16:44:56 Eventlog-ForwardingPlugin
04,/02/2018 16:44:56  Eventlog-ForwardingPlugin

102 Mone

Event 102, Eventlog-ForwardingPlugin

The subscription Sysmon - Wheript Monitoring can not be created. The error code is 5004,

nIrn? AN X7 "Network Service” 7w jawnnw o0 Nyan A7pnny vio 0oI0NE'M 7¢ NdX'MNN NX

(XD V'OIMY |NNS5N NKX VXNl ,0170 NX NIWP'? nvnin

Security log-n nx xN7 7215' 'k (NETWORK SERVICE nnn y1 2wx) WIinRM-w X'n n'van 11pm

W' ,NIay NNT WWOK? nin 7y .“Manage auditing and security log” nnn nixwan 17 'RY juOnN

— “Windows Event Forwarding” 7w 'o11.an GPO-2 nixan nNmann DX 1 1anY

: iti i ” NNYOKRN NX NINDY7I,XAN 2 a7 w' N
“‘Manage auditing and security log” nnwoaxn NX NINSY7I ,XaN 2'M17 NWaY?

Computer Configuration — Policies — Windows Settings — Security Settings —
Local Policies — User Rights Assignment — Manage auditing and security log

=/ Windows Event Forwarding [DT-JP-DC2.0T.BOI] Policy ~
~ & Computer Configuration
w [ | Policies
[] Software Settings
w [ Windows Settings
["] Mame Resolution Palicy
| Scripts (Startup/Shutdown])
= Deployed Printers
w i Security Settings
__:fé] Account Policies
v j Local Policies
5 Audit Policy
-_=.ﬂ User Rights Assignment

3 - ~

“Add user or group” "moon 7y 7701 ,"Define these policy settings" niNwosxn NX |noY vt

Policy

121y Generate security audits

1 Irpersonate a client after authenticat
l2ie| Increase a process working set

12 Increase scheduling pricrity

1| Load and unload device drivers

I Lock pages in memory

iy Log on as a batch job

l7s| Log on as a service

fManage audting and securty log
1 Modify an chject label

l2i2| Medify firmware environment values

. - . .o -



https://support.microsoft.com/he-il/help/4047777/security-event-log-forwarding-fails-with-error-0x138c-and-5004
https://support.microsoft.com/he-il/help/4047777/security-event-log-forwarding-fails-with-error-0x138c-and-5004

Manage auditing and security log Properties
Security Policy Setting  Explain

'—E‘ Manage auditing and security log

Define these policy settings:

Add User or Group ... Remove

'D'NAN DT NIXIAPD DX 9'0IN7 W' .2
e Administrators
e Local Service
e NETWORK SERVICE

N7aw user-right constant-? noamn (“Manage auditing and security log”) ?"in Audit-n n1Tan

NINAN NITIPON NXIN NIYXNARA 'R DDMIWUN NIXIAR IR DT 17'R 21727 N1 .SeSecurityPrivilege

secedit /export /mergedpolicy /areas user_rights /cfg C:\Temp\rights.inf
type C:\Temp\rights.inf | findstr /i SeSecurityPrivilege

:N2N N0 NIY NIXY? DMK 11NN
sesecurityprivilege = *S-1-5-32-544,*S-1-5-19,*S-1-5-20

— WUKX2

SID Name
S-1-5-32-544 | BUILTIN\Administrators

S-1-5-19 NT AUTHORITY\LOCAL SERVICE

S-1-5-20 NT AUTHORITYANETWORK SERVICE

NINAN NI7IVON DX Y¥A7 W', TAY 'K 0T [NN91 NT'Na
:NINQN NTIRON DX YNN71 1101001 TRd CMD 170 nino7 v .1

Sc config WinRM type= own



— WinRM-n 7w nin'w? 2InnX yxa? vt

-~

Mame Description
* 1 Windows Remote Management (W5-Management) Ml oo B
“7 Windows Search Start
“o Windows Time Stop
Lo Windows Update Pauce
L5 WinHTTPR Web Proxy Auto-Discovery Service Resume
Lo Wired AuteConfig ———

L WLAN AutoConfig

:NNNX 0'7'2 .17wn svchost 1"7nn nnn WIinRM 2w nin'win nX yn? 9"nyn'? nrman imr nmipe
n'>'7nNN YV J“share” 7w axna “own” Ix “share” :nimnavp mwn TNXR NIrn% 20 “type” 1on1on
HahEblathall
svchost.exe (shared)
— WinRM
— EventLog
— Other services

2 AR RID L “own” W a¥na  NRT NIyt
svchost.exe (WinRM only)
L— WinRM

7'0n D'MY7 DNKR D'MN'WIE DD'7NN DY Q'Y K77 AR 170N nnn WinRM n¥an 79 nnmann

.NTOW DANYN QIN'YN V1217 NI7D'W NIV IR NN

qQI0'XN NNYA NiNN DYl aya 5.2
:N'WA7 MWON |NND NN — (Subscriptions 7277 w1 X7) 910'kN NMwA NIY'aIn X7 NiaNN OX

https://social.technet.microsoft.com/Forums/windows/en-US/8d19afb7-bd41-4aeb-9dc3-
ec1c852f5f6¢c/event-log-forwarding-push-not-working-collector-http-url-not-
available?forum=winservergen

GPO-a nnon nnTan .5.3
' (5985 vLa 'Tr'w Listener nnan) nanna WIinRM 7w nixind nNTan 2rman? nm v mxo
:INQN NTIPON DX N2 Yy

winrm quickconfig -q

:NINQN NTIRPON NXR T77n7 N1 LListener-n Y olovon nn 71ma%7 nan 7y

2


https://social.technet.microsoft.com/Forums/windows/en-US/8d19afb7-bd41-4aeb-9dc3-ec1c852f5f6c/event-log-forwarding-push-not-working-collector-http-url-not-available?forum=winservergen
https://social.technet.microsoft.com/Forums/windows/en-US/8d19afb7-bd41-4aeb-9dc3-ec1c852f5f6c/event-log-forwarding-push-not-working-collector-http-url-not-available?forum=winservergen
https://social.technet.microsoft.com/Forums/windows/en-US/8d19afb7-bd41-4aeb-9dc3-ec1c852f5f6c/event-log-forwarding-push-not-working-collector-http-url-not-available?forum=winservergen

winrm e winrm/config/listener

— (DITNQ XD NINION) NXAN NYTINA 077N IRI DTN

Listener [Source="GPO"]
Address =*

Transport = HTTP

Port = 5985

Hostname

Enabled = true
URLPrefix = wsman
Certificate Thumbprint
ListeningOn = null

Inw'D Network Interface 7y 'TRn% 29217 X7 D7IX QTN DNk WIinRM-w 12T 7w 1win'e
MTAN7? van' ,\WIinRM-7 'xankn j1aaxa 'oain GPO-1 nwa? wr uinxy GPO-1 XiIn nwan i
— N2 2'N12 NRYNMY

WinRM service = Policies 2 Administrative Templates 2 Windows Components = Windows
Remote Management (WinRM) = WinRM Service - "Allow remote server management through
WinRM"

— DO'N2N VOZLVN NITY NX NI'JID] |NO7 W' DY

Setting

llow rernote server management through WinRM

S A Allow remote server management through WinRM

Ei Allow remote server management through WinRM

() Mot Configured Comment:

(®) Enabled

() Disabled

Epnoedins At least Windows Vista

Options: Help:

IPvd filter] |* ~ | [This po
Remote

IPv6 filter] |* the net
HTTP p

WEC-n nawa n'v'om x7 o217 .54
Windows Event Log-n 'nnnx .5.4.1

ny'oini Subscription-n nx 727 nnwn1 nann ,\WEC-n nawa Subscription m1Tan 1aw axn pn»

.Subscription Imix 7w 017 nn71w X7 728 ,WEC-n nwa



WEC-n mnawa Windows Event Collector-a 1o .5.4.2
Da |N1) WEC-n naw 7x Subscriptions-7 nmiwan nannnn FW-1 nim'on |'X¥ 'K NPTA DR =
7ax (MY nannnn Connections w'w X171 mxy WEC-n nawa Netstat -ano NTIp9 ynn?
21N 72y 'Rankw Service-nw pnt Forwarded Events 7w a17a o'y'om X7 Ty ninnnnn o'l
.791 Subscriptions-n
-1 "Running” 7w oiovoa nirn? "mx XNt ,"Windows Event Collector" nwa Service-a narm =

"Automatic (Delayed Start)"

Marme Description Status Startup Type

Windowws Event Caollectar This service rmanages persistent subscriptions...  Running  Autornatic (Delayed Star)

JNIX DN7 w791 KINE DTN

— X2n 2'maa 02177 0101 oX ‘Windows Server 2016 / 2019 'mawa wnnn%? n713' NINXK NY9IN
Applications and Services Logs = Microsoft & Windows = Eventlog-ForwardingPlugin >
Operational
IR'nn oy Event ID 105 ow nxMai
The description for Event ID 105 from source Microsoft-Windows-Forwarding cannot be found.
Either the component that raises this event is not installed on your local computer or the installation

is corrupted. You can install or repair the component on the local computer.

Operational Number of events: 43

Level Date and Time Source Event D Task Category
@Error 07/05/20 2:10:01 PM Eventlog-ForwardingPlugin 105 Mone

Event 103, Eventlog-ForwardingPlugin

General  Details

The description for Event ID 105 from source Microsoft-Windows-Forwarding cannet be found. Either the component that raises this event is not installed on your local computer or the
installation is corrupted. You can install or repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.
The following information was included with the event:
http://boi-jp-saturn: 5985/ wsman/SubscriptionManager/WEC

5

<fWSManFault xmins:f="http://schemas.microsoft.com/whem/wsman/1/wsmanfault” Code="5" Machine="bai-jp-saturn.ad.boi.gov.il"> <fiMessage> Access is denied. </fiMessage>
</f:W5ManFault>

The handle is invalid

7y nanna kNP7 N1 ;WecSVC-1 WINRM 7w Processes-7 NIXwAN 7w |"yn Nyan n'an 'TX
IN2N IYRA NYYaN NN

https://support.microsoft.com/en-us/help/4494462/events-not-forwarded-if-the-collector-runs-
windows-server

NINAN NITIPON DX YNNI ,110100™M TR CMD 170 NimsY nn [Nnon

= netsh http delete urlacl url=http://+:5985/wsman/


https://support.microsoft.com/en-us/help/4494462/events-not-forwarded-if-the-collector-runs-windows-server
https://support.microsoft.com/en-us/help/4494462/events-not-forwarded-if-the-collector-runs-windows-server

= netsh http add urlacl url=http://+:5985/wsman/ sddl=D:(A;;GX;;;S-1-5-80-569256582-
2953403351-2909559716-1301513147-412116970)(A;;GX;;;S-1-5-80-4059739203-877974739-
1245631912-527174227-2996563517)

= netsh http delete urlacl url=https://+:5986/wsman/

= netsh http add urlacl url=https://+:5986/wsman/ sddI=D:(A;;GX;;;S-1-5-80-569256582-
2953403351-2909559716-1301513147-412116970)(A;;GX;;;S-1-5-80-4059739203-877974739-
1245631912-527174227-2996563517)

Event ID 111 .55
:Event ID 111 oy n'vin'x ForwardedEvents-n 7w a1'72 0'RIN 1INIXIE TN

The description for Event ID 111 from source Microsoft-Windows-EventForwarder cannot be found.
Either the component that raises this event is not installed on your local computer or the installation
is corrupted. You can install or repair the component on the local computer.

Level Date and Time Source EventID Task Category Log Computer
@Information 07/05/20 2:11:28 PM Microsoft-Win... 111 None PRD-5P13...
Event 111, Microsoft-Windows-EventForwarder

General  Details

The description for Event 1D 111 from source Microsoft-Windows-EventForwarder cannot be found. Either the component that raises this event is not installed on your local computer or the
installation is corrupted. You can install or repair the component on the local computer.

If the event originated on another computer, the display information had to be saved with the event.

The following information was included with the event:

DT NIYYT7 K7 IXININN9N TN
IN2N T2 V'DIN KINY 19 ,NVDIN7 120NN |77

https://social.technet.microsoft.com/Forums/windowsserver/en-US/93cd6c41-c502-48bc-9db7-

077405fff829/error-from-event-log-forwarding-setup-the-description-for-event-id-111-from-

source?forum=winserverManagement

"Solution: This is just the initial bookmark event that Event forwarding plugin uses to mark

the beginning of a subscription; it can be ignored."

‘WEC-n nav 7w niraroaivson Yoini DAl TIAk? vana n'son narT

https://github.com/palantir/windows-event-forwarding/issues/35

https://learn.microsoft.com/en-us/windows/win32/winrm/installation-and-configuration-for-

windows-remote-management#winrm-service-default-configuration-settings



https://social.technet.microsoft.com/Forums/windowsserver/en-US/93cd6c41-c502-48bc-9db7-077405fff829/error-from-event-log-forwarding-setup-the-description-for-event-id-111-from-source?forum=winserverManagement
https://social.technet.microsoft.com/Forums/windowsserver/en-US/93cd6c41-c502-48bc-9db7-077405fff829/error-from-event-log-forwarding-setup-the-description-for-event-id-111-from-source?forum=winserverManagement
https://social.technet.microsoft.com/Forums/windowsserver/en-US/93cd6c41-c502-48bc-9db7-077405fff829/error-from-event-log-forwarding-setup-the-description-for-event-id-111-from-source?forum=winserverManagement
https://github.com/palantir/windows-event-forwarding/issues/35
https://learn.microsoft.com/en-us/windows/win32/winrm/installation-and-configuration-for-windows-remote-management#winrm-service-default-configuration-settings
https://learn.microsoft.com/en-us/windows/win32/winrm/installation-and-configuration-for-windows-remote-management#winrm-service-default-configuration-settings

-0 Nwa Subscriptions-a n'9x nya Event Viewer-n 2w nira'oason oin .5.6
WEC

.0910NP'"N 7¥ N'YLVINIPITA )27 NION"NN MY!

NISoNn NIt .6

DININ DX NMNMIPAN NINNN 7w MVo A xixn? N1 ,GPO niyyxnxa nnTam WEF nnTan 2wxd
:0'NaN
0217 ni7wh v 1'o9vw WEC-n nw namdy =

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\EventLog\EventForwarding\
SubscriptionManager


https://learn.microsoft.com/en-us/windows/security/operating-system-security/device-management/use-windows-event-forwarding-to-assist-in-intrusion-detection
https://learn.microsoft.com/en-us/windows/security/operating-system-security/device-management/use-windows-event-forwarding-to-assist-in-intrusion-detection

